
When running a social enterprise, like any business, you will inevitably collect and need to use information about 
people and you need to know how to do this correctly.

This checklist gives you an easy “dos and don’ts” guide to use when handling information and ensure you comply with 
the Data Protection Act 1998. 

For further information please go to www.ico.org.uk

You may also find our Privacy Compliance Scorebox useful to benchmark your current compliance 
www.dlapiperdataprotection.com/scorebox/index.html levels.

DLA Piper has produced these helpsheets as part of a collaborative project with UnLtd. DLA Piper is one of the largest business law firms in 
the world with an extensive pro bono legal advice programme which assists social enterprises, charities and individuals across the globe. UnLtd is the 
leading provider of support to social entrepreneurs in the UK and offers the largest such network in the world.
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www.ico.org.uk


Do check if you need to register with the data protection 
regulator (known as the Information Commissioner’s Office 
(“ICO”) in relation to the personal information you use. 
This is a fairly simple process and costs £35 per year for 
most organisations.

It may be that you are exempt from the requirement to 
register with the ICO because you are a not for profit 
organisation and/or because of the type of information 
you collect. You can use the quick self-assessment tool 
at the following link to find out: 
http://www.ico.org.uk/for_organisations/data_
protection/registration. You can also contact the ICO 
for advice at 0303 123 1113 or notification@ico.org.uk

Please note that even if you are exempt from the 
requirement to register with the ICO, you will still be 
required to comply with your other obligations under 
the DPA as set out in this checklist.

Do tell people you hold personal information about 
them and what you will use it for through a clearly 
worded Privacy Policy.

Do ensure personal information is only used for “fair and 
lawful” purposes consistent with the individual’s reasonable 
expectations about what may happen to their details.

Do not hold personal information about people when it is 
unnecessary.

For example try to use anonymised personal data where 
this is possible (e.g. for statistical analysis)

Any organisation which collects and uses information about people must comply with 
the Data Protection Act 1998 (“DPA”). The checklist below sets out the key “dos and 
don’ts” of how to comply. 

DATA PROTECTION CHECKLIST 
FOR SOCIAL ENTERPRISES

Do not send personal data outside the European 
Economic Area without taking action to ensure this can be 
justified under the DPA. 

See the following link for more information: 
http://www.ico.org.uk/for_organisations/data_protection/
the_guide/principle_8

Do not use personal information for a different purpose 
than that for which it was originally obtained unless it is fair 
to do so in the circumstances.
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“Fair and lawful” purposes include where the use of the 
information:

 ■ is necessary to fulfil a legitimate business activity 
which does not harm the individual concerned – 
for example where necessary to provide services 
to the individual; 

 ■ is necessary to comply with a specific legal 
responsibility – for example, to notify the tax 
authorities; or

 ■ has been specifically authorised by the individual – 
for example where they ask for their details to be 
passed to another person.

See the link below for more information:
http://www.ico.org.uk/for_organisations/data_protection/
the_guide/principle_1

Do take care when sharing personal information with third 
parties. 

Personal information should only be passed to a third 
parties where you have the individual’s permission or 
where this is “fair and lawful” and within the individual’s 
legitimate expectations as set out above. 

Where you engage a third party organisation to process 
personal information on your behalf (for example if 
you use external providers to provide payroll services) 
you should carry out a security risk assessment to ensure 
you are confident they can keep it safe. You should also 
ensure you enter into an appropriate contract with the 
third party before sharing personal information with them. 

Do keep personal information safe and secure.

For example you should:

 ■ ensure personal information is held within a secure 
IT system;

 ■ ensure any personal information held on laptops, 
mobile devices and removable data (e.g. USB sticks/ 
discs) are held in encrypted format;

 ■ limit access to personal information held within your 
organisation to those who will need to access it in 
order to perform their role;

 ■ ensure all personal information is disposed of in a 
secure manner once it is no longer needed.

See the link below for more information:
http://www.ico.org.uk/for_organisations/data_protection/
the_guide/principle_7

See the “Is it possible to use or disclose personal data 
for a new purpose” section at the following link for more 
information: 
http://www.ico.org.uk/for_organisations/data_protection/
the_guide/principle_1

Do not keep personal information for longer than is 
necessary.

Do not leave personal data insecure in any way, whether 
it is physical files or information held electronically.
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Do take care to ensure personal information is kept 
accurate and up to date.

Do allow individuals the right to access a copy of personal 
information held about them if they ask for it. See the 
following link for guidance on how to respond to such 
requests: 
http://www.ico.org.uk/for_organisations/data_protection/
subject_access_requests

Do allow individuals the right to opt out from any direct 
marketing activity you may want to undertake. 

There are also strict rules which apply for marketing 
by phone text or email – see the link below for more 
information:
http://www.ico.org.uk/for_organisations/sector_guides/~/
media/documents/library/Privacy_and_electronic/
Practical_application/direct-marketing-checklist.pdf

Do be particularly careful when handling sensitive personal 
data. 

This is personal information concerning race or ethic origin, 
sexual orientation, political opinion, religious belief, trade 
union membership, physical/mental health.

See the sensitive personal data section at the link below 
for more information:
http://www.ico.org.uk/for_organisations/data_protection/
the_guide/conditions_for_processing

Do look at the ICO website for further guidance on specific issues – it has extensive practical guidance on application of 
the DPA to various circumstances: http://www.ico.gov.uk

DLA Piper is a global law firm operating through various separate and distinct legal entities.  
Further details of these entities can be found at www.dlapiper.com.

This publication is intended as a general overview and discussion of the subjects dealt with, and does not create a lawyer-client relationship. It is 
not intended to be, and should not be used as, a substitute for taking legal advice in any specific situation. DLA Piper will accept no responsibility 
for any actions taken or not taken on the basis of this publication. This may qualify as “Lawyer Advertising” requiring notice in some jurisdictions. 
Prior results do not guarantee a similar outcome.
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